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ADVANCE NOTICE

[NEO SECURITY UPDATE] PASSWORD POLICY CHANGES AND
RECOMMENDATIONS FOR ENHANCED SECURITY

MADE FOR...? Neo Admin

ACTIVATION REQUIRED? No

ADMIN SUITE NODE Company Setup | Account Security | Force Change
VALIDATION BY AGENCY REQUIRED? No

REQUIRES INFORMATION SENT TO
CLIENT’S IT DEPARTMENT?

Yes

SYNOPSIS

Neo will be implementing changes to its password policy for clients who connect using their Neo-specific
username and password directly on the Neo login page. This ensures alignment with PCI-DSS v4 requirements.

This update will set the password change deadline to a maximum of 90 days (currently set to 365 days).
For clients who have implemented a more restrictive password change rule, this change will not affect them.

To alleviate the fatigue of updating passwords every 90 days and to improve security, it is strongly recommended
to use Single Sign-On (SSO) authentication. SSO provides a more streamlined and secure login process,
removing the need to manage specific passwords for applications.
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[SMP AIR] MODIFICATION OF CORPORATE ID TYPES FOR ACCURATE NDC
CONTENT DISPLAY

MADE FOR...? Travel Manager | Neo Admin
ACTIVATION REQUIRED? No

ADMIN SUITE NODE Travel | Contracts | Corporate ID
VALIDATION BY AGENCY REQUIRED? No

SYNOPSIS

NDC fares can be associated with either a corporate contract or an OIN, therefore it is essential to differentiate
between the two to retrieve the complete NDC content.

Below includes details as to how this distinction is configured in Admin Suite:

[ sub-units
D Fast Implementation
"'. Company Setup
". Content

+ @8 Offiine

- Travel

'F‘.‘ Contracts

D Corporate 1D

D CRS Client Identification
D CRS User |dentification
"- Transaction Fees

"- Special Contracts

'*'@8 Policies

Corporate ID - General Settings

L |AnAirlines D

. ANCRS ya)

~ For airlines only
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To retrieve NDC content, ensure the corporate ID type is correctly specified in Admin Suite:
o |f the corporate ID is used specifically for NDC content, select "NDC Only."
e |f the corporate ID is an OIN or CLID, select "OIN/CLID Only."

NOTE: Other values should not be used.

New customer guides have been already updated, a one-time patch will automatically apply the right corporate
ID to existing customers with NDC content in order to cope with the changes which have been announced.

SCOPE
e Admin Suite for SMPAIr
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