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[SECURITY] CHANGES FOR INACTIVE ACCOUNTS

MADE FOR...? Traveler | Neo Admin

ACTIVATION REQUIRED? No

SYNOPSIS

Neo continues to improve security for Neo applications while minimizing the disruption for users.

In addition to the security improvements delivered on 18 November 2023, Neo introduced a maximum inactivity
period of 2 years for user accounts before they are blocked at the next login.

To limit the number of blocked accounts for customers who infrequently use Neo wile maintaining the proper
security level, Neo is introducing the following changes in this version:

o Admins will be able to disable to the process of automatically blocking inactive accounts:

Settings are not inherited (Change)
Block Account
Disabled v ' Block after number of failed logins
Disabled v Block after days of inactivity
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g0 st be changed after number of days
| F 30 issword can be reused after number of changes
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: " ; 90 Password can be changed after this period
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o Regardless of the value set for the field entitled Inactivity under the node: Company Setup | Account
Security, a new activity check will be performed only for users attempting to log-in with their
username and password. If they have not logged into Neo for at least one year, a password reset link
will be sent to them by email, with which they can change their password and login again:

Welcome back!

associated to your account. If you don't see any email in your inbox, please verify your spam folder.

e R e

As you have not logged-in to Neo for more than a year, for security reasons a2 password reset link has been sent to the email address

heck your inbox

Hello John Doe!

Let's reset your password

You asked to reset your Neo password.

Reset password

If the above button does not work, please copy and paste the following link to
your browser’s address bar:

https://colibri-w kdsneo kds com/dispatch/redirect/corporate/pages/
ForgottenPassword/ResetPassword. aspx?token=QYXdc GQvhkvojDFxngx%
2fH2giznxlicudgky%2bBYBLH8V2L KWwIVAM87PE%2bohsmWQsp%
2bHPACQgK7ZteSAeL FXn1Ww%3d%3d

This link is valid for one hour.

If you did not request a password reset, please contact your security or
administrative support for Neo
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